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O Cyber Intelligence Company

CY?’NT TECHNOLOGIES

Human Keep Secrets.. Computers Don’t !!

Www.CYINT.in
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Hard Drive/
Damaged Hard
Drive Forensics

.

DVR/ NVR/
CCTV Video
Forensics

Mobile/ JTAG/
Chip-Off Phone
Forensics
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‘-\ Password
Recovery
Social Media/
OSINT/

Dark Web/
Blockchain
Investigations
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Cloud/
Network/
Live Forensics/
Incident
Response

Leading Digital Forensics
Solution Provider in India

State-of-the-Art
Digital Forensics

Highly Skilled Team using

Known for Top Quality,
Competitive Prices and
Unmatched Support

Investigation Laboratory

latest Tools and Techniques
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uFRED FRED FRED 1R FRED 2R FRED SR FREDC

FRED VARIANTS
SHARING THE SAME POWERFUL DNA!

Growing Towards the Direction of

i
gy Il I
“700+ INSTALLATIONS IN INDIA R

& U -

MAKE IN INDIA (MI} ACROSS ALL DIGITAL FORENSIC LABS” @ e ‘

A FRED for Every Application 2neofits Kind.

Built to Perform.
FORENSIC WORKSTATIONS AND SERVERS Case After Case.
FRED - Forensic Recovery of Evidence Device Year After Year!

FREDC

FRED systems are optimized for stationary laboratory acquisition, analysis, case management and reporting. FRED
systems set the standard for forensic acquisition analysis workstations. The quality, features, performance, and
overall capability are second to none. Buying a FRED system means making an investment in your ability to
investigate cases with utmost ease. FRED systems help forensic examiners world-wide work smarter, faster and
with more success. Put the power of FRED to work for you today. FRED workstations are equipped with powerful
Intel i9/ Intel Xeon/ AMD processors, providing more power and versatility.
Additionally, they are the only Forensic Workstations in the world to have a Touch Screen interface
integrated with a Write Blocker and simultaneous imaging feature.

FREDC 42U Rack Enclosure ONE STOP CENTRALIZED SOLUTION FOR

Forensic 00000000000000000000 HARD DRIVE & MOBILE FORENSICS etc.
WITH ENOUGH STORAGE TO HOLD YOUR

Data Center Rl i DIGITAL DATA FOR A DECADE!!

& Patch Panel

FRED Forensic
Workstations

Digital Forensic Data Server & Complete Forensic Network

Tape Archive
KA a1 s Infrastructure. Powered by

:} Intel Xeon W5-3435X CPU with 16 cores,

u[u[u[u[n] | 4—— SERVER RM 3.1GHz /4.7 GHZ, 45 MB cache..

UL 16, 28, 36, and 56 core upgrades available

[ Elow— : with 128 GB DDR5 RAM

=== (upgrades to 256, 512, 768 & 1536 GB)

— Storage option of 240 TB (upgrade available upto
1.9 Peta Bytes in Single Rack &

o up to 9.1 Peta Bytes with additional racks)

—— Keyboard " Extremely fast data transfers with dual 10 GbE

network connections

Scanner £ N Purpose-built, high performing department Forensic Data Center.

—

= _, [ | 4— rvm

By design, FREDCs are perfect systems for
et Cmame ] | 0 ' Direct To Network forensic imaging.
- l M I Share Software Licenses/ Dongles. Lower your

—— | ——— . - -
- ==0 = (= Software expenditure/ Maximize usage.
- Store all case data from anywhere in your Lab
directly to FREDC for Archival purpose.

Centralized Storage, Centralized Administration,

——— UPS Centralized Security, & Centralized Backup.
Modular & Expandable RAID Module for Fault-
\ — Tolerant storage of Evidence & Case Data. /
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Portable Write Blocker Kit

The Ultrakit Contains:
SATA/ IDE Write Blocker, SAS Write Blocker, USB Write Blocker, PCle Write Blocker, Forensic
Media Card Reader, Firewire Write Blocker, Forensic Duplicator and all cables, connectors and
adaptors you would ever need in Portable field form and in Ruggedized Pelican Case. Multiple
Separate Write Blockers for separate drive interfaces.

High-end Forensic Imagers

Superior local and 10 GbE network imaging performance without
compromises

Images SATA, USB 3, PCle, SAS, FireWire 800, IDE (with optional IDE
Adapter), and network shares

Outputs to SATA, USB 3, SAS, and network shares

Supports up to two active "forensic" jobs at a time (simultaneous imaging)
Job queuing option for efficiency and convenience

Up to four destinations per source with the ability to mix clone/image

duplication and local/network destinations BRAND MEDIA SUPPORT
Media Utility options of: view drive details, wipe, format, blank check, view &

disable HPA/DCO, whole disk encryption, view S.M.A.R.T., and eject media

WRITE ARREST - ALL IN ONE WRITE BLOCKER - MAKE IN INDIA INITIATIVE
The Write Arrest is Portable All in One Write Blocker that supports

forensic acquisitions of SATA, SAS, USB 3.0, Pcle, FireWire 800/400, .
and IDE interface.

Supports all modern forensic imaging software at a SuperSpeed USB 3.0
Image all Latest SSD using One Portable Write Blocker packed in a
rugged pelican casing with all Latest Drive, Adapters and Connectors.

High-end Forensic Imager Solution

Ultrakit V5

TX1 Forensic Imager

Superlmager Plus 12" NVMe- A Portable Rugged Forensic Imaging Unit
with a Thunderboilt 3.0 port

Dual OS - Linux, Win 10
Plugged 202 Ne S5 i 2 . ) . ) ) )
o e s P 0 Configured with Dual Open OS of Linux for multiple simultaneous parallel and independent

I of forensic imaging with extreme performances and Windows 10 for full forensic

investigation, includes Forensic Analysis, Triage, and Cellphone data extraction.

The unit is a Portable, Compact, easy to carry when travelling, large 12" display, and an
extremely performing hardware (NVMe 187GB/min). It is built with the latest generation of
i7 CPU, and with 2 NVMe U.2 ports (supports both U.2 and M.2), 2 SATA ports, 4 USB3.1

ports, and one Thunderbolt 3.0 port (40 Gigabit/s) that enables the unit to expand or
connect to 10 GbE network.

Field Incident Response/ Triage Kit - VPER KIT

(Versatile Preservation & Examination Responder Kit)

The VPER kit is configured to ensure you are always
prepared for the next forensic challenge. At the
core of each VPER kit is a High-end Forensic Laptop.
It also includes set of Write Blockers, a Forensic Duplicator
or Imager, the Forensic Card Reader, adapters, cables,
power supplies, and assorted tools.

When you aren't certain what the forensic road ahead will

be, its reassuring to be travelling with a VPER Kit. High-End Forensic Laptop

VPER kit with Forensic Imager

DIGITAL FORENSICS ACCESSORIES AND ADAPTERS: HAVING THE RIGHT ONE AT THE RIGHT TIME IS MOST CRUCIAL

SATA LIF HDD SATA ZIF HDD BLADE TYPE SSD PCle Apple SSD i i
ADAPTER ADAPTER ADAPTER ADAPTER sasy, = Sy

Opener lever Nonsiip handle
and prying paddie ‘with rotating caj

Latest PCle SSD Adapter ; i : o
New & Latest SSD Adapters. =

Precision Electronics Tool Kit is a
NEED OF THE USB 3.1 PCle SSD PCle Adapter for USB 3.2 Enclosure complete comprehensive standard
HOUR!! Write Blocker Kit Firewire Devices with R/W Switch in Digital Forensics
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PASSWORD DECRYPTION & RECOVERY
ANDROID DEVICES
PASSWARE KIT PASSWARE KIT MOBI LE Huawei - HiSilicon Honor Kirin, MediaTek, Qualcomm

LG - MediaTek, Qualcomm

FORE NSICS is a state-of-the-art forensic tool that bypasses lock, extracts and Samsung - Exynos, Qualcomm, MediaTek, Unisoc
decrypts data from mobile devices. Xiaomi - Medi:Tek ’Qualcomm s )

Lenovo, Nokia - MediaTek, Qualcomm, Unisoc
APPLE DEVICES Other - Oppo, Vivo, Motorola, Alcatel, Meizu, Doogee,
iPhone 7, 7 Plus, 6S, 6S Plus, SE, 6, 6 Plus, 5C, 5, 4S, Blackview, Gionee, HTC, Sony, OnePlus, Infinix, Itel,
iPad Air 2, iPad 7th Gen, iPad Mini, iPad Pro Meizu, TCL, ZTE

PASSWARE KIT U LTI MATE * Password recovery for « Full disk decryption

is a versatile software tool for recovering lost or forgotten passwords 350+ file types . H.ardware acceleratl_on
and decrypting password-protected files and data. * Recovery of passcodes * Live memory analysis
Passware Kit Forensics for mobile devices
. . * Decrypts Macs with
INCLUDES - Passware Kit Mobile Ve

Apple T2 Chi
Passware T2 Add-on PP P

Comino DPR FT - World's Best Digital

Password Recovery Machine
More GPU CUDA cores
Faster Recovery Rate

We all protect Important Data with Passwords, and
so do Criminals!!!

With Comino's GPU, PASSWORDS are the Problem of
the PAST!!!

Endless Scope of Digital Evidence which can be recovered from Password Protected files.

Comino DPR FT is Top of the line, Ultra-compact, liquid-cooled Hardware for
& Many More Password Recovery and Decryption. Saves your precious time and resources.

A must have HARDWARE for LEAs.

RFID SOLUTIONS

O——GRIOD

ED=C
Premium Faraday Bags for . -
Everyday Electronic Devices

.

OffGrid faraday bags are designed to block all electronic signals

RFID FM RADIO GPS CELLULAR  BLUETOOTH WIFI
Protect yourself against any potential security breaches with « Dual Ventilation For Cooling.
an OffGrid faraday bag. The OffGrid faraday bag makes * RFID device testing.
it impossible for hackers to steal your personal information o + Ideal for 802.11a, b, g, n,ac.v
by shielding your electronic devices from GPS, Wifi, Bluetooth, RF Shielding / Faraday Box
5G, RFID, and all other wireless technologies.

Utility Faraday Bag Utility Faraday Bag OffGrid Faraday
Non Window Tablet Non Window Tablet Backpack

W=
Features: m

N
 High RF Shielding. ape’
 Easy opening/Closing of Door.

« Easily Field replaceable Rear /0O modules.

You’ve already been CLONED into your Mobile Phone!!

The smoking gun in Mobile Forensics Investigation!! MOBILE FORENSICS

MSAR

EXTRACT FROM I0S AND . . .
ANDROID DEVICES, DRONES, Immediate Extraction Solution for the

FLASH MEDIAAND SIM CARDS front line personnel Rapid access to
_ digital evidence for front line personnel
On-the-Spot Access to Digital Evidence
ANALYZE AND EXTRACTION and Intel. A Mobile Device Exploitation Kit

i.7 Cellebrite

Cellebrite Advanced
Extractions & Unlocks

Advanced solution to easily
overcome the challenge of

EASE OF USE accessing mobile device
Q evidence
> XRY Logical & Physical N MISAB Flel B Cellebrite UFED Cellebrite Inseyets
5 The industry standard for i .

> XRY Pro (Newly Launched) ¢ accessing mobile data. Everything your examination
The all-in-one mobile Ideally suited for mobile Aturnkey solution for requires. All in one solution for
fi i fre it d di . : .

> XRY Photon Ry | | = Cellebrite UFED ~ access, extraction, decoding,

forensir labs. rugged technology Cloud review, management,

> XRY Cloud

automation and triage.
Lawfully Access Cloud-
. . Based Evidence to iai
> XRY PinPoint \ D Q Accelerate Investigations Dlgltal Collector
A ; A powerful forensic
> XRY Camera MSAB Tablet MSAB Raven MSAB Express Cellebrite Physical ~imaging software solution
to perform triage, live data
Afrontline mobile solution A frontline mobile solution A frontline mobile solution Analyzer acquisition and targeted

> XAMN Viewer

designed to quickly and designed to quickly and designed to quickly and i i
> XAMN P Newly L hed easily recover data on easily recover data on casily recover data on Fro_m encry_pted_data to data collection for Windows
\ ro (Newly Launched) scene scene scene actionable intelligence and Mac computers.
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CY?NT TECHNOLOGIES

MAGNET
FORENSICS®

Magnet One

Magnet One unifies your digital forensics teams and
products in one powerful platform.

MAGNET AXIOM

Recover & Analyze Your evidence in One Case

of sources regardless of whether you use AXIOM or third-party tools to acquire your data.

. 3

MOBILE COMPUTER CLouD

Process and examine data from
warrant returns, user-generated
archives, and live cloud services,
with artifacts from 50+ of the most
popular cloud services.

Recover data from iOS and Android
devices with the artifact first
approach of AXIOM to get the most
relevant evidence for the most
popular applications

Recover deleted data and analyze
evidence from Windows, Mac,
Chrome and Linux Devices
including browser history and
deleted files.

DISK FORENSICS Recover & Analyze Your Evideng

MAGNET GRAYKEY™

Magnet Graykey can provide same-day access
to the latest iOS and Android devices — often in
under one hour.

INTERN/

MAGNET AXIOM CYBER

Simplify Your Corporate
Investigations

CYBER INVESTIGATIONS

MAGNET GRIFFEYE™

Swiftly process and analyze vast amounts of
images and videos. Stay ahead in investigations
with powerful analytics and collaborative
capabilities, gaining a crucial edge in digital media

MAGNET WITNESS

Streamline Your DVR Video
Recovery and Analysis

Magnet AXIOM is purpose-built to recover, process, and analyze digital evidence from a variety

MAGNET OUTRIDER

Quickly triage devices while
in the field

MAGNET IGNITE

Quickly determine if data has
been exfiltrated from an
endpoint

Magnet Digital Investigation Suite - MDIS

tigations with powerful analytics and
rely and at scale.

Transform your digital ir
collaborate agency wide

"JUSD0UU| 8Y) 108)0.1d "8oISN[ %89S

MAGNET REVIEW

igital evidence fromr

MAGNET AUTOMATE MAGNET ATLAS

niz and rm

pr—

8 A
‘; 7 o « File System Analysis Quickly process
etﬂ 5/ f - o Keyword & Index Search l:;f: ::L"?r?:gf
o Live Boot Virtualization &7 EEEE&E'E% 'Profile,

« RAID Rebui[ding automate complex
« Email investigation Ilasks,
-...;"' FORENSIC * Registry FORENSIC rer):::: :1: Trtlilrl::se

EXPLORER . Report &4 EXPLORER productivity.

Recover, analyze and report d;ta from physical disks or forensic image files. Discover user activity with simple search,
filter and analysis option. Effective for new or experienced forensic investigators.

EMAIL ANALYSIS & eDISCOVERY

The ideal email investigation and eDiscovery software tool for single users who need to
process, search, filter and produce amounts of ESI beyond 250 gigabytes. Intella PRO
does not have a processing limit and designed for corporate investigators,
professional services firms, and consultants.

Intella Pro is an Ideal Solution for
(S e]

s e e

g O
Dﬁ Egj
ivi with varying o with case sizes of varying
and skill levels searching for an efficient sizes who do their own internal investigators

way to analyze unstructured data

Investigators, analysts, and reviewers
who process, search, and filter large
amounts of email data

—

\/ound

Key features of Intella Pro

Intella Pro also features the powerful search engine and unique visual
presentation that has made Intella popular. Investigators can quickly and easily
process, search, review, and analyze email and ESI. The easy to use interface
and Cluster Map allows analysts to quickly find critical data, visualize relevant
relationships, and drill down to the most pertinent data.

. o A
® @p Cluster map technology %5 Social link graphs Q Load file import and export
oy -t

@ HEH
A Email threading MD5 Hash filtering

e D Analyze mobile device data

VIDEO FORENSICS

Kin ese nse + Image Clarification/

LE Enhancement,
Annotation
+ Vehicle Detection &
Classification
+ Object Analysis
+ License Plate
Detection
+ Multiple Algorithms
Video Processing
Timeline Support
+ Face Recognition

analyze
footage

_ o * Face Detection

— m&’ + Identify People

ﬁ ion Wearing Masks
by T evidence * Image

Quickly Authentication

* Reporting

o

ACQUIRE | ANALYZE | ENHANCE | AUTHENTICATE

Comprehensive and Trusted Solution
to Accelerate your CCTV/ DVR/ NVR
recovery Analysis

CUBIC. | #f Motionnse

SPOTLIGHT REDACTION AND FORENSIC ENHANCEMENT

Forensic Studio
- 1
- “—

Identify Faces.

Read license | Recover lost
plates. details.

I improving cCTV license
plates s crucial but
often tedious. A clear
plate can aid in
capturing suspects.
Issues like low res,
compression, blur,
and lighting affect
readability. Forensic
helps with quick fixes,
using patented
algorithms for
resolution, lighting,
contrast, and
deinterlacing

Unlike other software,
Forensic enhances
moving and still objects
in dynamic scenes.
Its patented
super-resolution
algorithms analyze
neighboring frames to
reconstruct higher-
resolution images.
This scales up videos,
adding detail and
reducing compression
artifacts.

In an ideal scenario,
clear HD videos with
well-it subjects directly
facing the camera are
perfect. However,
real videos often
lack such perfection
due to shadows, shake,
and uncontrollable
factors. Forensic
techniques swiftly
recover lost details,
creating court-ready,
reproducible videos.

Video Authentication Platform that
provides investigators and prosecutors
new insight into digital video.

MEREN

« Authenticate citizen-submitted video to identify
which files are camera original and which files have
been downloaded from social and file sharing
platforms, or which were generated with video
editing tools.

« Develop investigative leads by identifying camera
make and model of acquired video.

« Solve cases that involve video evidence faster and
with more accuracy.

* Prove or disprove that evidence is reliable and has
not been unexpectedly edited or tampered with.

* ldentify deepfakes, synthetic media, and

generative Al /
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F-Response Collect (COL) is a server-based product designed to facilitate the creation of images of remote
F-Response data from Windows, Linux, and Apple mac devices from virtually anywhere.

Sanleolie NIl F-Response Enterprise (EE) is a dongle-based solution that permits many machines to be
examined simultaneously over a network, and facilitates “stealthy” deployments for covert operation.

F-Response Consultant (CE) is a solution that permits many F-Response TACTICAL (TAC) is an intuitive, easy to use,
machines to be examined simultaneously. GUI-based target GUI-based point solution that permits an examiner to review

code is executed on each machine to be examined. one machine at a time. A matched dongle pair facilitates
F-Response Consultant+Covert (CE+C) has all the the automatic connection between the Examiner and
features of Consultant edition plus a covert feature. Subject computers.

Blockchain Support

breadcrumlbps SPI=VO0000

Investigate Crypto More Blockchains coming soon!

Breadcrumbs is a community-powered
blockchain analytics platform turning blockchain

Breadcrumbs is actively used by law enforcement agencies and
regulators around the world, and is an essential tool to triage leads,

data into information that matter to you. seizelrecover funds and solve crypto crime quickly and effectively.
. . . . Most advanced and customized for Indian LEAs -
Cyber Crime Investigation and Analysis Software CALL DATA analytics solution Provides
A - integrated
: I]r'[lsni't , . results with
.~ . e-solutions S .’ - 0 e 7 t."o.o advanced

§ g, .;3;&"61 visual
SRS S 6 e analytical
C5 CDRI IPDR interface.
ANALYZER Designed for Big Data Open Database Connectivity Data Visualization  CDR (Call Details Records IPDR (Internet Protocols
Tower Dump data) Details Records)

=t

Digital Forensics as a Service (DFaaS) Offered

“With Emerging Technologies and Advanced Solutions”

Our Team & Expertise
DIGITAL FORENSIC WORKSTATIONS & WRITE —— "Putting the best foo arward,shaays without "
BLOCKER KITS

............
HARD DRIVE & MOBILE/ HANDHELD FORENSICS
SOLUTIONS

FORENSIC

FORENSIC FORENSIC FORENSIC Cyber Law
IMAGING/ | EXTRACTION, DATA RFEC;’%ERNT?:\JCG AUDITING & PASSWORD RECOVERY/ DECRYPTION TOOL La
CLONING ‘iﬁgl‘s’;gﬁs& ANALYSIS ACCOUNTING ClEH
NETWORK/ LIVE/ CLOUD/ CRYPTOCURRENCY it - T B
FORENSICS Seaet ‘”*““ ...... -
CCTV/ DVR VIDEO ACQUISITION, ANALYSIS c | H" ) @ Intella , Pl
AND ENHANCEMENT SOLUTIONS -

International Certification Training Offered

“Building Bridges with Proven Track Records & Strong Customer Base”

ADVANCED TRA|.|\|O|NG """""""""
n‘ ! @ i@ e o

Magnet Certified Forensics COACHING ~ TEACHING  KNOWLEDGE DEVELOPMENT LEARN EXPERIENCE  SKILLS
Examiner (MCFE)

BASIC | INTERMEDIATE

MSAB Mobile Forensics Digital Forensics with FRED

XRY & XAMN Certifications

Password Recovery/ Decryption
Certified Training (PCE)

MSAB Mobile Forensics
Advanced Aquisition cl E H Certified Ethical Hacker
Training & Certication

MSAB Mobile Forensics

laer . .
: c HFl Computer Hacking Forensic
Advanced App Analysis (AAA) e | B2y Investigator Training & Certification

| m Intella Certification c T I A Certified Threat Intelligence Analyst

v :I, Digital Forensics Specialize Hands-
Forensic Explorer Certified w' on Training (For LEAs/ Government
Examiner (FEXCE) llm‘ Training Academy/ Universities)

Voice: +91-88600 68007 | Facsimile: +91-11-4166 0050 | Email: info@cyint.in | Website: www.cyint.in
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